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Executive Summary

The World Wide Web (WWW) is a system for exchanging information over the Internet. At
the most basic level, the Web can be divided into two principal components: Web servers,
which are applications that make information available over the Internet (in essence publish
information) and Web browsers (clients), which are used to access and display the information
storedslon the Web servers. This document will primarily address the security issues of Web
servers.

Unfortunately, in most organizations, the Web server is the most targeted and attacked host on
their network. These circumstances result in the need to secure Web servers and the network
infrastructure that supports them. The specific security threats to Web servers generally fall
into one of the following categories:

Malicious entities may exploit software bugs in the Web server, underlying operating
system, or active content to gain unauthorized access to the Web server. Examples of this
unauthorized access are gaining access to files or folders that were not meant be publicly
accessible or being able to execute commands and/or install software on the Web server.

Denial of service (DoS) attacks may be directed to the Web server denying valid users an
ability to use the Web server for the duration of the attack.

Confidential information on the Web server may be distributed to unauthorized
individuals.

Confidential information transmitted between Web server and browser may be intercepted
if not encrypted.

Information on the Web server may be changed for malicious purposes. A common often
reported example is Web site defacement.

Malicious entities may gain unauthorized access to resources elsewhere in the
organization’s computer network via a successful attack on the Web server.

Malicious entities may attack external organizations from a successful attack on a Web
server host, thus concealing the intruders’ identities, and perhaps making the organization
liable for damages.

Use the server as a distribution point for illegally copied software, hacker tools, or
pornography, perhaps making the organization liable for damages.

! For more information on securing Web browsers, see NIST Draft Special Publication 866wty for
Telecommuting and Broadband Communicat{bttp://csrc.nist.gov/publications/nistpubs/index.ftml

ES-1
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This document has been developed to assist Federal departments and agencies, state agencies
and commercial organizations in installing, configuring, and maintaining a secure public Web
server. More specifically, this document describes in detail the following practices to apply:

Securing, installing, and configuring the underlying operating system
Securing, installing, and configuring Web server software

Deploying appropriate network protection mechanisms:

. Firewalls
- Routers
. Switches

- Intrusion detection systems

Maintaining the secure configuration through application of appropriate patches and
upgrades, security testing, monitoring of logs and backups of data and operating system

Using, publicizing, and protecting information and data in a careful and systemic manner.
Administrating the Web server in a secure manner:

. Backups

«  Security testing

- Updating and patching

- Logreviews.

ES?
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1. Introduction

1.4  Authority

This document has been developed by the National Institute of Standards and Technology
(NIST) in furtherance of its statutory responsibilities under the Computer Security Act of 1987
and the Information Technology Management Reform Act of 1996, specifically 15 United
States Code (U.S.C.) 278 g-3 (a)(5). This document is not a guideline within the meaning of
15 U.S.C 278 g-3 (a)(3).

These guidelines are for use by federal organizations that process sensitive information. They
are consistent with the requirements of the Office of Management and Budget (OMB) Circular
A-130, Appendix Il1.

The guidelines herein are neither mandatory nor binding standards. This document may be
used by nongovernmental organizations on a voluntary basis. It is not subject to copyright.

Nothing in this document should be taken to contradict standards and guidelines made
mandatory and binding upon federal agencies by the Secretary of Commerce under his
statutory authority. Nor should these guidelines be interpreted as altering or superseding the
existing authorities of the Secretary of Commerce, the Director of the OMB, or any other
federal official.

1.2 Purpose and Scope
The purpose of Guidelines on Securing Public Web servers is to present security guidance for
the design, implementation, and operation of publicly accessible Web servers. This document
is published by the NIST as recommended guidance for federal departments and agencies. It
may be used in the private sector on a voluntary basis.
This document should be used by organizations interested in enhancing security on Web server
systems, in an effort to reduce the number and frequency of Web-related security incidents.
This document presents generic principles that apply to all systems. In addition, specific
examples are presented that address two of the more popular Web server applications: Apache
and Microsoft Internet Information Server (I1S).
This guideline does NOT cover the following aspects relating to securing a Web site:
m  Securing other types of network servers
m Firewalls and routers used to protect Web servers beyond a basic discussion in Section 7
= Security considerations related to Web client (browser) software

m  Commercial or sensitive governmental transactions via the Web

2 For more information on securing Web browsers see draft NIST Special Publication 866y for
Telecommuting and Broadband Communicatibttp:(/csrc.nist.gov/publications/nistpubs/index.ftml
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m  Special considerations for high traffic Web sites with multiple hosts.

m  Securing backend servers that may support Web servers (e.g., database servers, file
servers)

m  Services other than Hypertext Transfer Protocol (HTTP) and Secure Hypertext Transfer
Protocol (HTTPS)

m  Protection of intellectual property.

1.3 Audience and Assumptions
The intended audience for this document is varied. It covers details specific to the various
components of Web content, Web applications, and Web servers. The document is technical
in nature; however, it provides the necessary background information to fully understand the
topics that are discussed.
The following list highlights how people with differing backgrounds might use this document:
m  System engineers and architects when designing and implementing Web servers

m  System administrators when administering, patching, securing, or upgrading Web servers

m  Security consultants when performing security audits to determine information system (IS)
security postures

m  Program managers and information systems security officers (ISSO) to ensure that
adequate security measures have been considered for all phases of the system life cycle.

This document assumes that readers will have some minimal operating system and Web server
application expertise. Because of the constantly changing nature of the Web server threats and

vulnerabilities, readers are expected to take advantage of other resources (including those listed
in this document) for more current and detailed information.

1.4 Document Structure

The document is divided into eight sections followed by six appendixes. This subsection is a
roadmap describing the structure.

m  Section 1 (this section) provides an authority, purpose and scope, audience and
assumptions, and document structure.

m  Section 2 discusses Web server security problems and presents and overview.

m  Section 3 provides general information on choosing and securing the underlying operating
system of a Web server.

m  Section 4 discusses securely installing and configuring the Web server.

m  Section 5 examines the security of Web content.
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Section 6 examines the popular Web authentication and encryption technologies.
Section 7 discusses implementing a secure network for a Web server.

Section 8 provides the best practices to securely administering and maintaining a Web
server.

Appendix A provides the details of securing the Apache Web server.

Appendix B provides the details of securing Microsoft’s IIS Web server.

Appendix C provides a variety of online Web security resources.

Appendix D defines terms most frequently used in this document.

Appendix E provides a list of commonly used Web server security tools and applications.

Appendix F lists the references used in this document.
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2. Web Server Security Problems and Overview

The World Wide Web (WWW) is one of the most important ways for an organization to
publish information, interact with Internet users, and establish an e-commerce business
presence. However, if an organization is not rigorous in configuring and operating a public
Web site, the organization may be vulnerable to a variety of security threats. Although the
threats in cyberspace remain largely the same as in the physical world (e.g., fraud, theft,
vandalism, and terrorism), they are far more dangerous as a result of three important
developments: increased profitability, action at a distance, and rapid technique propagation
[Sch0aQ].

m Increased Profitability. Automation makes attacks, even those with minimal return,
extremely profitable. For example, in the physical world an attack that would succeed one
in 10,000 attempts would be ineffectual because of the time and effort required for a single
success. The time invested in getting a single success would be outweighed by the time
invested in the 9,999 failures. On the Internet, automation enables the same attack to be a
stunning success. Computing power and bandwidth are getting less expensive daily, and
the number of hosts that can be targeted is growing exponentially. This “synergy” means
that almost any attack, no matter how low its success rate, will likely be exploited.

m Action at a Distance The Internet allows action at a distance. The Internet has no
borders, and every point on the Internet is adjacent to every other point. This means that
an attacker in one country can now attack a remote web site in another country without
ever leaving home.

m  Rapid Technique Propagation The Internet allows for easier and more rapid technique
propagation. Before the Internet, techniques for attack were developed that would take
years, if ever, to propagate, allowing time to develop effective countermeasures. Today, a
new technique can be propagated within hours or days. It is now more difficult to develop
effective countermeasures in a timely manner.

Compromised Web sites have served as an entry point for intrusions into many organizations’
internal networks. Organizations can face monetary losses or legal action if an intruder
successfully violates the confidentiality of their data. Denial of service (DoS) attacks can

make it difficult, if not impossible, for users to access an organization's Web site. These

attacks may cost the organization significant amounts of time and money. An organization can
also find itself in an embarrassing situation resulting from malicious intruders changing the

content of the organization’s Web pages.

Three main security issues are related to the operation of a publicly accessible Web site
[CERTO1]:

m  Misconfiguration or other improper operation of the Web server, which may result, for
example, in the disclosure or alteration of confidential or sensitive information. This
information can include items such as the following:

. Assets of the organization

- Configuration of the server or network that could be exploited for subsequent attacks
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- Information regarding the users or administrator(s) of the Web server, including their
passwords.

Vulnerabilities within the Web server that might allow, for example, attackers to
compromise the security of the server and other hosts on the organization’s network by
taking actions such as the following:

. Deface the Web site or otherwise affect information integrity

- Execute unauthorized commands or programs on the server host machine, including
ones that the intruder has installed

- Gain unauthorized access to resources elsewhere in the organization’s computer
network

- Launch attacks on external sites from the Web server host, thus concealing the
intruders’ identities, and perhaps making the organization liable for damages

- Use the server as a distribution point for illegally copied software, hacker tools, or
pornography, perhaps making the organization liable for damages.

Inadequate or unavailable defense mechanisms for the Web server to prevent certain
classes of attacks, such as DoS attacks, which disrupts the availability of the Web server
and prevents authorized users from accessing the Web site when required.

Several steps are required to ensure the security of any public Web server. As a prerequisite
for taking any step, however, it is essential that the organization have a security policy in place.
Otherwise, it is not possible to determine whether the specific measures taken are effective and
appropriate for the needs of the organization. Taking the following steps within the context of
the organization’s security policy should prove effective:

Step 1. Securing, installing, and configuring the underlying operating system
Step 2. Securing, installing, and configuring Web server software

Step 3. Employing appropriate network protection mechanisms (e.g., firewall, packet
filtering router, and proxy)

Step 4. Maintaining the secure configuration through application of appropriate patches
and upgrades, security testing, monitoring of logs and backups of data and operating
system

Step 5. Using, publicizing, and protecting information and data in a careful and systemic
manner.

Step 6. Employing secure administration (including regular testing, updating and log
reviews).

The practices recommended in this document are designed to help mitigate the risks associated
with these and several other known security problems. They build on and assume the
implementation of practices described in the following NIST guidelines as appropriate:
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m  NIST Special Publication 800-Bstablishing a Computer Security Incident Response
Capability

m  NIST Special Publication 800-18uide to Developing Security Plans for Information
Technology Systems

m  NIST Special Publication 800-28¢curity Self-Assessment Guide for Information
Technology Systems

m  NIST Special Publication 800-2Engineering Principles for Information Technology
Security

m  NIST Special Publication 800-28uidelines on Active Content and Mobile Code

m  NIST Special Publication 800-3ytroduction to Public Key Technology and the Federal
PKI Infrastructure

m  NIST Special Publication 800-4Guide to Firewall Selection and Palicy
Recommendatien

m  NIST Draft Special Publication 800-43uideline on Network Security Testing

m  NIST Draft Special Publication 800-48ecurity for Telecommuting and Broadband
Communications

m  NIST Draft Special Publication 800-4@pplying Security Patches. (not yet posted)
m  NIST Draft Special Publication 800-43uide to Securing Windows 2000 Professional

All these guidelines and others can be found at the NIST Computer Security Resource Web
site athttp://csrc.nist.gov/publications/nistpubs/index.html
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3. Securing the Operating System

The first step in securing a Web server is securing the underlying operating system. All
commonly available Web servers operate on a general-purpose operating system. Many
security issues can be avoided if the operating systems underlying Web servers are configured
appropriately. Default hardware and software configurations are typically set by vendors to
emphasize features, functions, and ease of use at the expense of security. Because vendors are
not aware of each organization’s security needs, each Web administrator must configure new
servers to reflect their organization’s security requirements and reconfigure them as those
requirements change. The practices recommended here are designed to help a Web
administrator configure and deploy Web servers that satisfy his or her organization's security
requirements. Web administrators with existing Web servers should confirm that their current
configurations address the issues discussed here.

The techniques for hardening different operating systems vary greatly; therefore, this section
will include the generic procedures common in securing most operating systems. References
for securing specific operating systems are provided in Section 3.4. In addition, many
organizations maintain their own guidelines specific to their requirements. Some automated
tools also exist for hardening the operating system and we recommend considering the use of
such tools and others with similar functionality (see Appendix E).

Four basic steps are necessary to maintain basic operating system security:

m Planning, installing, and deploying the Web server operating system

m  Configuring the Web server operating system to adequately address security
m Patching and updating the Web server operating system as required

m Testing the Web server operating system to ensure that the previous three steps are
adequately addressing all security issues.

3.1 Planning, Installing, and Deploying the Web Server Operating System

As it is much more difficult to address security once deployment and implementation have
occurred, security should be considered from the initial planning stage. Organizations are
more likely to make decisions about configuring computers appropriately and consistently
when they develop and use a detailed, well-designed deployment plan. Developing such a
plan will support Web administrators in making the inevitable tradeoff decisions between
usability, performance, and risk. Consistency is a critical component of a successful security
posture because it leads to predictable behavior. This will make it easier for an organization to
maintain secure configurations and will assist in identifying security problems (which often
manifest themselves as deviations from predictable, expected behavior).

In the planning stages of a Web server, the following items should be considered [CERTQ0a]:
m |dentify the purpose(s) of the Web server.

- What information categories will be stored on the Web server?
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What information categories will be processed on or transmitted through the Web
server?

What are the security requirements for this information?

Is any information retrieved from or stored on another host (e.g., backend database,
mail server)?

What are the security requirements for any other hosts involved (e.g., backend
database, mail server, proxy servers)?

What other service(s) are provided by the Web server (a Web server should run only
on a dedicated host)?

What are the security requirements for these additional services?

m |dentify the network services that will be provided on the Web server, such as those
supplied through the following protocols:

HTTP
HTTPS

Secure Hypertext Transfer Protocol (S-HTTP)

File Transfer Protocol (FTP)

Remote Authentication Dial-In User Service (RADIUS) Protocol
Open Database Connectivity (ODBC) Protocol

Network File System (NFS) Prototol

Common Internet Files System (CIFS)

Internet Caching Protocol (ICP).

= |dentify any network service software, both client and server, to be installed on the Web
server and any other support servers.

m |dentify the users or categories of users of the Web server and any support hosts.

m Determine the privileges that each category of user will have on the Web server and
support hosts.

3 HTTP transactions protected via the Secure Socket Layer (SSL) protocol (see Section 6.5).

4 A seldom-used alternative to HTTPS.

5 Not generally recommended unless used exclusively within a DMZ for data replication to multiple Web servers.

8
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m Decide if and how users will be authenticated and how authentication data will be
protected.

m Determine how appropriate access to information resources will be enforced.

The choice of Web server application may determine the choice of operating system.
However, to the degree possible, Web administrators should choose an operating system that
provides the following [CERTOO]:

m  Minimal exposure to vulnerabilities (They all have some!)

= Ability to restrict administrative or root level activities to authorized users only

m  Ability to deny access to information on the server other than that intended to be available

= Ability to disable unnecessary network services that may be built into the operating system
or server software

m  Ability to control access to various forms of executable programs, such as Common
Gateway Interface (CGl) scripts and server plug-ins in the case of Web servers

= Ability to log appropriate server activities to detect intrusions and attempted intrusions
m  Provide a host-based firewall capability

m  Acceptable costs for insurance and liability (some insurers charge more for certain
operating systems).

In addition, organizations should consider the availability of experienced trained staff to
administer the server and server products, which is a important consideration in server
selection.

3.2 Securely Installing and Configuring an Operating System

321

Patch and Upgrade Operating System

Once an operating system is installed, apply any patches or upgrades to correct for known
vulnerabilities. All operating systems released today have some known vulnerabilities that
should be corrected before using the operating system to host a Web server. To adequately
detect and correct for these vulnerabilities, Web administrators should be aware of the
following:

= Announcements of security-related probléms

m  Steps to take to reduce exposure of the vulnerability

m  Permanent fixes (often called patches, hotfixes, service packs, or updates).

% To check for operating system or Web server application vulnerabilities, see the NIST ICAT Metabase at
http://icat.nist.gov
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For more information on vulnerabilities and patching, see NIST Draft Special Publication 800-
40, Applying Security Patchéhttp://csrc.nist.gov/publications/nistpubs/index.html

Remove or Disable Unnecessary Services and Applications

Ideally, a Web server should be on a dedicated, single-purpose host. Many operating systems
are configured by default to provide a wider range of services and applications than required
by a Web server; therefore, a Web administrator should configure the operating system to
remove or disable them. Some common examples that should usually be disabled would
include:

m  Windows Network Basic Input/Output System (NetBIOS), if not required

m  NFS, if not required

m  Telnet

m  Network Information System (NIS)

m  Simple Mail Transfer Protocol (SMTP)

m  Compilers

m  Software development tools

Removing unnecessary services and applications is preferable to simply disabling them
through configuration settings, because attacks that attempt to alter settings and activate a

disabled service cannot succeed when the functional components are completely removed.

Eliminating or disabling unnecessary services enhances the security of a Web server in several
ways [CERTOO]:

m  Other services cannot be compromised and used to attack the host or impair the Web
server services. Each service added to a host increases the risk of compromise for that
host because each service is another possible avenue of access for an attacker. Less is
truly more in this case.

m Different individuals may administer different services. Isolating services so each host has
a single administrator will minimize the possibility of conflicts between the administrators.
Also, one administrator per host provides better accountability.

m  The host can be configured to better suit the requirements of the particular service.
Different services might require different hardware and software configurations, which
could lead to unnecessary vulnerabilities or service restrictions.

m By reducing services, the number of logs and log entries is reduced; therefore detecting
unexpected behavior becomes easier.

When configuring the operating system, apply the principle “disable everything except that
which is expressly permitted”—that is, disable or remove (preferable) all services and
applications and then selectively enable those required by the Web server. If possible, install
the minimal operating system configuration that is required for the Web server application. If

10
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the operating system installation system provides a “minimal installation” option, choose that
because it will minimize the effort required to remove unnecessary services. Many uninstall
scripts or programs do not completely remove all components of service; therefore, it is always
better to avoid installing unnecessary services if possible.

The services enabled on a Web server will depend on the functions the organization wants the

server to provide. Those services might include database protocols to access a database, file
transfer protocols, and remote administration services. Each of these services, even though
they may be required, does come with an increased risk to the server. Whether the risks

outweigh the benefits is a decision each organization must make for itself.

Configuring Operating System User Authentication

For Web servers, authorized users who can configure the system and initiate Web services are
typically a small number of designated Web administrators and Webmasters. However, the
users who can access the public Web server may range from unrestricted to restricted subsets
of the Internet community. To enforce policy restrictions, if required, the Web administrator
must configure the system to authenticate a prospective user by requiring proof that he or she
is authorized for such access. Even though a Web server may allow unauthenticated access to
most Web services, administrative and other types of specialized access should be limited to
specific individuals and groups.

Configuring the computer for authentication usually involves configuring parts of the
operating system, firmware, and applications on the server, such as the software that
implements a network service. In special cases, for high-value/high-risk sites, organizations
may also use authentication hardware, such as tokens or one-time password devices. Use of
authentication mechanisms where authentication information is reusable (e.g., passwords) and
transmitted in the clear over a network is strongly discouraged, because the information can be
intercepted and used by an attacker to masquerade as an authorized user (see Section 6).

To ensure the appropriate user authentication is in place, take the following steps [CERTOO]:

m  Remove or disable unneeded default accounts and group§he default configuration
of the operating system often includes guest accounts (with and without passwords),
administrator or root level accounts, and accounts associated with local and network
services. The names and passwords for those accounts are well KRemave or
disable unnecessary accounts to eliminate their use by intruders, including guest accounts
on computers containing sensitive information. If there is no requirement to retain a guest
account or group, severely restrict its access and change the password in accordance with
the organizational password policy.

For default accounts that need to be retained, change the names (where possible
particularly for administrator or root level accounts) and passwords to be consistent with
the organizational password policy. Default account names and passwords are commonly
known in the hacker community.

7 For an extensive list of default accounts and passwordsgts#sww.securityparadigm.com/dad.htm
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Disable noninteractive accounts Disable accounts (and the associated passwords) that
need to exist but do not require an interactive login. For UNIX systems, disable the login
shell, or provide a login shell with NULL functionality (/bin/false).

Create the user groups Assign users to the appropriate groups. Then assign rights to
the groups, as documented in the deployment plan. This approach is preferable to
assigning rights to individual users.

Create the user accounts The deployment plan identifies who will be authorized to use
each computer and its services. Create only the necessary accounts. Discourage or
prohibit the use of shared accounts.

Check the organization’s password policy, and set account passwords appropriately
This policy should address the following:

«  Length—a minimum length for passwords. Specify at least a minimum length of
eight characters.

- Complexity—the mix of characters required. Require passwords to contain both
uppercase and lowercase letters and at least one nonalphabetic character.

- Aging—how long a password may remain unchanged. Require users to change their
passwords periodically. Administrator or root level password should be changed
every 30 to120 days. User password should also be changed periodically with period
of time determined by the enforced length and complexity of the password combined
with the sensitivity of the information protected.

- Reuse—whether a password may be reused. Some users try to defeat a password-
aging requirement by changing the password to one they have used before. If
possible, ensure that the user cannot change the password by simply appending or
“prepending” characters to their original password (e.g., original password was
“mysecret” and is changed to “1mysecret” or “mysecretl”.

- Authority —who is allowed to change or reset passwords and what sort of proof is
required before initiating any changes.

Configure computers to deny login after a small number of failed attemptsilt is

relatively easy for an unauthorized user to try to gain access to a computer by using
automated software tools that attempt all passwords. If the operating system provides the
capability, configure it to deny login after three failed attempts. Typically, the account is
“locked out” for a period of time (such as 30 minutes) or until a user with appropriate
authority reactivates it.

This is another situation that requires the Web administrator to make a decision that balances
security and convenience. Implementing this recommendation can help prevent some kinds
of attacks, but it can also allow a malicious intruder to make failed login attempts to prevent
user access, a DoS condition.

Failed network login attempts should not prevent an authorized user or administrator from

logging in at the console. Note that all failed log in attempts whether via the network or
console should be logged. Also, if remote administration is not going to be implemented

12
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(see Section 8.5), disable the ability for the administrator or root level accounts to log in from
the network.

m Install and configure other security mechanisms to strengthen authenticationf the
information on the Web server requires it, consider using other authentication mechanisms
such as tokens, client/server certificates, or one-time password systems. Although they
can be more expensive and difficult to implement, they may be justified in some
circumstances. When such authentication mechanisms and devices are used, the
organization’s policy should be reviewed and reflected in the way in which they are
applied.

As mentioned earlier, intruders using network sniffers can easily capture reusable passwords

passed across a network in clear text. Consider implementing instead less vulnerable

authentication and encryption technologies, such as Secure Shell (SSH) and Secure Socket
Layer (SSL) (see Section 6.5).

Configure Resource Controls Appropriately

Many operating systems provide a capability to specify access privileges individually for files,
directories, devices, and other computational resources. By carefully setting access controls,
the Web administrator can reduce intentional and unintentional security breaches. For
example, denying read access to files and directories helps protect confidentiality of
information, whereas denying unnecessary write (modify) access can help protect the integrity
of information. Limiting the execution privilege of most system-related tools to authorized
system administrators can prevent users from making configuration changes that could reduce
security. It also can restrict the ability of intruders to use those tools to attack the system or
other systems on the network. Because operating system resource controls act in tandem with
Web server resource controls, this topic is addressed in greater detail in Section 4.2.

3.3 Security Testing the Operating System

Periodic security testing of the operating system is a vital way to identify vulnerabilities and to
ensure that the existing security precautions are effective. There are several methods for
testing operating systems, the most popular of which are vulnerability scanning and
penetration testing. Vulnerability scanning usually entails using an automated vulnerability
scanner to scan a host or groups of hosts on a network for application, network, and operating
system vulnerabilities. Penetration testing is a testing process designed to compromise a
network using the tools and methodologies of a “hacker.” It is an iterative testing process
whereby the weakest areas of the network are identified and exploited to expand access to the
remainder of the network which eventually results in compromising the overall security of the
network. Vulnerability scanning should be conducted on a quarterly basis and penetration
testing should be conducted on a one to three year basis. Since both of these testing techniques
are applicable to testing the Web server application as well, they are discussed in greater detail
in Section 8.4°

8 For information on other testing techniques, see NIST Special Publication 88Gididline on Network Security
Testing(http://csrc.nist.gov/publications/nistpubs/index.hitml
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3.4 Resources for Operating System Specific Security Procedures

The following Web sites provide detailed information about securing specific operating
systems:

m  UNIX—CERTUNIX Security Checklist Version 2.0
(http://www.cert.org/tech tips/usc20 _full.hjml

m  Windows NT—NSA Guide to Securing Microsoft Windows NT Networks
(http://nsal.www.conxion.com/winnt/quides/wnt-1)pdf

m  Windows 2006—NIST Draft Special Publication 800-43uide to Securing Windows
2000 Professiondhttp://csrc.nist.gov/publications/nistpubs/index.html

m  Windows 2006— NSA Guide to Securing Microsoft Windows 2000
(http://nsal.www.conxion.com/win2k/index.hjml

3.5 Securing the Web Server Operating System Checklist

Completed Action

Plan the configuration and deployment of Web server

Identify functions of Web server

Identify information categories that will be stored, processed a
transmitted through the Web server

Identify security requirements of information

Identify how information is published to the Web server

Identify a dedicated host to run Web server

Identify network services that will be provided and supported t |the
Web server

Identify users and categories of users of the Web server and
determine privilege for each category of user

Ol oo |googo|d

Identify user authentication methods for Web server

Choose appropriate operating system for Web server

Minimal exposure to vulnerabilities

Ability to restrict administrative or root level activities to authori pd
users only

Ability to deny access to information on the server other thant gt
intended to be available

oo o|g

Ability to disable unnecessary network services that may be b [t
into the operating system or server software

Ability to control access to various forms of executable prograr s,
such as Computer Gateway Interface (CGlI) scripts and server plug-
ins in the case of Web servers

O

[ Acceptable costs for insurance and liability (some insurers che pe
more for certain operating systems)
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Completed Action
[ Available experienced staff to install, configure, secure, and
maintain operating system
Patch and upgrade operating system
Identify and install all necessary patches and upgrades to the
operating system
[ Identify and install all necessary patches and upgrades to
applications and services included with the operating system
Remove or disable unnecessary services and applications
O Disable or remove unnecessary services and applications
Configure the operating system user authentication
O Remove or disable unneeded default accounts and groups
O Disable noninteractive accounts
O Create the user groups for the particular computer
O Create the user accounts for the particular computer
[ Check the organization’s password policy, and set account
passwords appropriately (e.g., length, complexity)
[ Configure computers to deny login after a small number of faile [I
attempts
[ Install and configure other security mechanisms to strengthen
authentication
Test the security of the operating system
O Test operating system after initial install to determine vulnerab fies
O Test operating system quarterly to determine new vulnerabilitie
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4. Securely Installing and Configuring the Web Server

Once the operating system has been installed and secured, it will be necessary to install the
chosen Web server software. Before starting this process, read the vendor documentation
carefully and understand the various options available during the install process. Also be sure
to visit the vendor's Web site or vulnerability database Web site, such as the ICAT metabase
(http://icat.nist.goy;, to determine if there are known vulnerabilites and related patches
available that should be installed or configured as part of the setup process. Only after these
preliminary steps are accomplished should the install be started. Note that this section
discusses only generic installation and configuration procedures; for specifics on Apache and
IIS, see Appendixes A and B, respectively.

4.1 Securely Installing the Web Server
In many respects, the secure install and configuration of the Web server application will mirror
the operating system process discussed in the Section 3. The overarching principle, as before,
is to install the minimal amount of Web server services required and eliminate any known
vulnerabilities through patches or upgrades. If the installation program installs any
unnecessary applications, services, or scripts, they should be removed immediately once the

installation process completes. During the installation of the Web server, the following steps
should be performed:

1. |Install the server software on a dedicated host
2. Install the minimal Internet services required
3. Apply any patches or upgrades to correct for known vulnerabilities

4. Create a dedicated physical disk or logical partition (separate from operating system and
server application) for Web content

5. Remove or disable all services installed by the Web server application but not required
(e.g., gopher, FTP, and remote administration)

6. Remove all sample documents, scripts, and executable code

7. Remove all vendor documentation from server

8. Apply appropriate security template or hardening script to server (see Appendix E)

9. Reconfigure HTTP service banner (and others as required) NOT to report Web server and

operating system type and version. (This can be accomplished in IIS using the Microsoft's
free 1IS Lockdown Tool and in Apache via the “ServerTokens” directive.)

4.2 Configuring Access Controls

Most Web server host operating systems provide a capability to specify access privileges
individually for files, devices, and other computational resources on that host. Any
information that the Web server can access using these controls can potentially be distributed
to all users accessing the public Web site. The Web server software is likely to provide
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additional file, device, and resource access controls specific to its operation. In cases where
resources permission can be set both at the operating system and Web server application, it is
important that they are identical or else it is possible that too much or too little access may be
granted to users. Web administrators should consider from two perspectives how best to
configure these access controls to protect information stored on their public Web server:

m Limit the access of the Web server software to a subset of computational resources

m Limit the access of users through additional access controls enforced by the Web server,
where more detailed levels of access control are required.

The proper setting of access controls can help prevent the disclosure of sensitive or restricted
information that is not intended for public dissemination. In addition, access controls can be
used to limit resource use in the event of a DoS attack against the public Web site.
Typical files to which access should be controlled are as follows:
m  Application software and configuration files
m Files related directly to security mechanisms:

- Password hash files and other files used in authentication

- Files containing authorization information used in controlling access

- Cryptographic key material used in confidentiality, integrity, and non-repudiation
services.

m  Server log and system audit files
m  System software and configuration files.
4.2.1 Configuring the Permissions of the Web Server Application

The first step in configuring access controls is to ensure that the Web server executes only
under a unique individual user and group identity with very restrictive access controls. Thus,
new user and group identities to be used exclusively by the Web server software need to be
established. This new user and new group should be made independent and unique from all
other users and groups. This is a prerequisite for implementing the access controls described
in the following steps. Although the server may initially have to run as root (UNIX) or
system/administrator (Windows NT/2000/XP) to bind to Transmission Control Protocol (TCP)
ports 80 and/or 443 (used respectively to provide HTTP and HTTPS services), do not allow
the server to continue to run at this level of access.

In addition, use the Web server's operating system to limit files accessed by the Web service
processes. These processes should have read-only access to those files necessary to perform
the service and should have no access to other files, such as server log files. Use Web server
host operating system access controls to enforce the following [CERTO1]:

m  Web content files can be read but not written by Web service processes.

m  Web service processes cannot write the directories where public Web content is stored.
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m  Only processes authorized for Web server administration can write Web content files.

m  The Web application can write Web server log files, but log files cannot be read by the
Web server application. Only root/system/administrative level processes can read Web
server log files.

m  Temporary files created by Web server application, such as those that might be generated
in the creation of dynamic Web pages, are restricted to a specified and appropriately
protected subdirectory.

m  Access to any temporary files created by Web server application is limited to the Web
service process(es) that created these files.

It is also necessary to ensure that the public Web server cannot save files outside the specified
file structure dedicated to public Web content. This may be a configuration choice in the
server software or it may be a choice in how the server process is controlled by the operating
system. Ensure that such directories and files (outside the specified directory tree) cannot be
served, even if users know the names Uniform Resource Locator (URLS) of those files.

To mitigate the effects of certain types of DoS attacks, configure the Web server to limit the
amount of operating system resources it can consume. Some examples would include the
following:

m Install Web content on a different hard drive or logical partition from the operating system
and Web application.

m [f uploads are allowed to the Web server, place a limit on the amount of hard drive space
that is dedicated for this purpose.

m  Ensure that log files are stored in a location that is sized appropriately.

These actions will protect to some degree against attacks that attempt to fill the file system on
the Web server host operating system with extraneous and incorrect information that may
cause the system to crash. This will also protect against attacks that attempt to fill primary
random access memory (RAM) with unnecessary processes to slow down or crash the system,
thus limiting Web service availability. Logging information generated by the Web server host
operating system may help in recognizing such attacks (see Section 8.1).

In addition, it is often necessary to configure timeouts and other controls to further reduce the
impact of certain DoS attacks. One type of DoS attack, when it is perpetrated, takes advantage
of the practical limits on simultaneous network connections by quickly establishing
connections up to the maximum permitted, such that no new legitimate users can gain access.
By setting network connection timeouts (the time after which an inactive connection is
dropped) to a minimum acceptable time limit, established connections will time out as quickly
as possible, opening up new connections to legitimate users. This measure only mitigates the
effects; it does not defeat the attack.

If the maximum number of open connections (or connections that are half-open—that is, the
first part of the TCP handshake was successful) is set to a low number, an attacker can easily
consume the available connections with bogus requests (often called a SYN flood). Setting the
maximum to a much higher number may mitigate the effect of such an attack, but at the
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expense of consuming additional resources. Note that this is only an issue for Web servers that
are not protected by a firewall that stops SYN flood attacks. Most current enterprise-level
firewalls protect a Web server from a SYN flood by intercepting the attack before it reaches
the Web server.

Configuring Secure Web Content Directory

Do not use links, aliases, or shortcuts in the public Web content file directory tree that points to
directories or files elsewhere on the server host or the network file system. If possible, disable
the ability of the Web server software to follow links and aliases. As stated earlier, Web server
log files and configuration files should reside outside the specified file directory tree for public
Web content.

The following steps are required to restrict access to a specific Web content file directory tree:

m Dedicate a single hard drive or logical partition for Web content and establish related
subdirectories exclusively for Web server content files, including graphics but excluding
scripts and other programs.

m Define a single directory exclusively for all external scripts or programs executed as part
of Web server content (e.g., CGlI, Active Server Page [ASP]).

m Disable the execution of scripts that are not exclusively under the control of administrative
accounts. This action is accomplished by creating and controlling access to a separate
directory intended to contain authorized scripts.

m Disable the use of hard or symbolic links (a.k.a., shortcuts for Windows).

m Define a complete Web content access matrix. Identify which folders and files within the
Web server document are restricted and which are accessible (and by whom).

Most Web server software vendors provide directives or commands that allow the Web
administrator to restrict user access to public Web server content files. For example, the
Apache Web server software provides a Limit directive, which allows the Web administrator
to restrict which optional access features (such as New, Delete, Connect, Head, and Get) are
associated with each Web content file. The Apache Require directive allows the Web
administrator to restrict available content to authenticated users or groups.

Many directives or commands can be overridden on a per-directory basis. The convenience of
being able to make local exceptions to global policy is offset by the threat of a security hole
being introduced in a distant subdirectory, which could be controlled by a hostile user. The
Web administrator should disable a subdirectory’s ability to override top-level security
directives unless that override is absolutely necessary.

In most cases, Web server file directory listings should be disabled. The HTTP specifies that a
URL ending in a slash character be treated as a request for a listing of the files in the directory
with that name. Web servers should be prohibited from responding to such requests, even if
the public can read all of the directory files. Such requests often indicate an attempt to locate
information by means other than those intended by the Web administrator or Webmaster.
Users may attempt this if they are having difficulty navigating through the site or if a link

appears to be broken. Intruders may attempt this to locate information hidden by the Web
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site's interface. Web administrators should investigate requests of this type found in the Web
server log files (see Section 6).

Controlling Web “Bots” Impact on Web Servers

Web bots (a.k.a., agents or spiders) are software applications used to collect, analyze and index
Web content. Web bots are used by a numerous of organizations for many purposes. Some
examples are as follows:

m  Scooter, Slurp, and Googlebot slowly and carefully analyze, index, and record Web sites
for Web search engines such as Alta Vista and Google.

m  ArchitextSpider gathers Internet statistics.

m  Hyperlink “validators” are used by Webmasters to automatically validate the hyperlinks
on their Web site.

m  EmailSiphon and Cherry Picker are bots specifically designed to crawl Web sites for
electronic mail (e-mail) addresses to add to unsolicited advertising e-mail (“spam”) lists.
These are a common example of a bot that may have a negative impact on a Web site or it
users.

Unfortunately, bots can present a challenge to Webmasters and their servers:
m  Web servers often contain directories that do not need to be indexed.

m  Organizations might not want part of their site appearing in search engines.
m  Web servers often contain temporary pages that should not be indexed.

m  Organizations operating the Web server are paying for bandwidth and want to exclude
robots and spiders that do not benefit their goals.

m  Bots are not always well written or well intentioned and can hit a Web site with extremely
rapid requests, causing a reduction in or outright DoS for legitimate users.

m  Bots may uncover information that the Webmaster would prefer would remain secret or at
least unadvertised (e.g., e-mail addresses).

Fortunately, there is a way for Web administrators or the Webmaster to influence the behavior
of most bots on their Web site. A series of agreements called the Robots Exclusion Standard
(REP) has been created. Although REP is not an official Internet standard, it is supported by
most well written and well-intentioned bots, including those used by most major search
engines.

Web administrators who wish to limit bots’ actions on their Web server need to create a plain
text file named “robots.txt.” The file must always have this name, and it must reside in the
Web server's root document directory. In addition, only one file is allowed per Web site.

Note that the robots.txt file is a standard that is voluntarily supported by bot programmers.
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There is no requirement that it be used. Thus, malicious bots (such as EmailSiphon and
Cherry Picker) will ignore this fil@.

Robots.txt is a simple text file that contains some keywords and file specifications. Each line
of the file is either blank or consists of a single keyword and its related information. The
keywords are used to tell robots which portions of a Web site are excluded.

The following keywords are allowed:

m  User-agent—is the name of the robot or spider. A Web administrator may also include
more than one agent name if the same exclusion is to apply to each specified bot. The
entry is not case sensitive (in other words “googlebot” is the same as “"GOOGLEBOT”
and “GoogleBot”).

A “*" indicates this is the “default” record, which applies if no other match is found. For
example, if you specify "GoogleBot" only, then the "*" would apply to any other robot.

m Disallow—tells the bot(s) specified in the user-agent field which sections of the Web site
are excluded. For example, /fimages informs the bot not to open or index any files in the
images directory or any subdirectories. Thus, the directory "/images/special/" would not
be indexed by the excluded bot(s).

Note that /do will match any directory beginning with "/do" (e.g. /do, /document, /docs,
etc.), whereas /do/ will match only a directory named "/do/".

A Web administrator can also specify individual files. For example, the Web
administrator could specify /mydata/help.html to prevent only that one file from being
accessed by the bots.

A value of just “/” indicates that nothing on the Web site is allowed to be accessed by the
specified bot(s).

At least one disallow per user-agent record must exist.
There are many ways to use the robots.txt file. Some simple examples are as follows:
m To disallow all (compliant) bots from specific directories:

User-agent: *
Disallow: /images/
Disallow: /banners/
Disallow: /Forms/
Disallow: /Dictionary/
Disallow: /_borders/
Disallow: /_fpclass/
Disallow: /_overlay/

® Other methods for controlling malicious bots exist; however, they are changing constantly as the malicious bot
operators and Web administrators develop new methods of countezactingther’s techniques. Given the
constantly changing nature of this area, discussion of these techniques is beyond the scope of this document.
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Disallow: /_private/
Disallow: /_themes/

m To disallow all (compliant) bots from the entire Web site:

User-agent: *
Disallow: /

m  To disallow a specific bot (in this case the Googlebot) from examining a specific Web
page:

User-agent: GoogleBot
Disallow: tempindex.htm

Note that the robots.txt file is available to everyone. Thus, a Web administrator should not
specify the names of sensitive files or folders. If these must be excluded, it is better to use
password-protected pages that cannot be accessed by bots. Password protection is the only
reliable way to exclude noncompliant bots. See Section 6 for more information on Web based
authentication methods.

4.3 Using File Integrity Checkers

A file integrity checker is an application that computes and stores a checksum for every
guarded file and establishes a database of file checksums. It allows a system administrator to
easily recognize changes to critical files, particularly unauthorized changes. Checksums
should be recomputed regularly to test the current value against the stored value to identify any
file modifications. A file integrity checker capability is often included with host-based
intrusion detection systems (see Section 7.2.2) and is also available separately (see Appendix
E).

Although an integrity checker is a useful tool that does not require a high degree of human
interaction, it needs to be used carefully to ensure that it is effective. To create the first
reference database a file integrity checker requires a system that is known to be in a secure
state. Otherwise, cryptographic hashes of a compromised system may be created and therefore
create a false sense of security for the tester. The reference database should be stored off line
so that an attacker cannot compromise the system and modify the database to hide tracks of the
attack. A file integrity checker can also generate false positive alarms. Each file update and
system patch implementation changes the file and will therefore require an update of the
checksum database. Thus, keeping the database up-to-date may be difficult. However, even if
the integrity checker is run only once (when the system is first installed), it can still be a useful
activity for determining which files have been modified in case of a suspected compromise.
Finally, attackers have demonstrated an ability to modify a file in ways the commonly used 32-
bit cyclic redundancy check (CRC) checksum could not detect. Therefore, stronger
checksums are recommended to ensure the integrity of data that is stored in the checksum
database.

Integrity checkers should be run nightly on a selection of system files that would be affected
by a compromise. Integrity checkers should also be used when a compromise is suspected for
determining the extent of possible damage. If an integrity checker detects unauthorized system
file modifications, the possibility of a security incident should be considered and investigated
according to the organization’s incident response and reporting policy and procedures.
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Completed

Action

Securely installing the Web server

Install the server software on a dedicated host

Install minimal Internet services required

Apply any patches or upgrades to correct for known vulnerabil

O (oo

Create a dedicated physical disk or logical partition (separate 1
operating system and server application) for Web content

pm

Remove or disable all services installed by the Web server
application but not required (e.g., gopher, FTP, and remote
administration)

Remove all sample documents, scripts, and executable code

Remove all vendor documentation from server

Apply appropriate security template or hardening script to serv

=

O ogor d

Reconfigure HTTP service banner (and others as required) N(
report Web server and operating system type and version

T to

Configuring Web server host operating system access controls

Configured so that Web content files can be read but not writte
Web service processes

by

Configured so that Web service processes cannot write the
directories where public Web content is stored

Configured so that only processes authorized for Web server
administration can write Web content files

O|o|o|d

Configured so that Web application can write Web server log f
but log files cannot be read by the Web server application

O

Configured so that temporary files created by Web server
application are restricted to a specified and appropriately prote
subdirectory

ted

Configured so that access to any temporary files created by W
server application is limited to the Web service process(es) th:
created these files

o

Installed with Web content on a different hard drive or logical
partition than the operating system and Web application

Configured so that if uploads are allowed to the Web server, a
is placed on the amount of hard drive space that is dedicated 1
purpose

mit
r this

Configured so that log files are stored in a location that is sizec
appropriately

Configuring a secure Web content directory

Dedicate a single hard drive or logical partition for Web conten
establish related subdirectories exclusively for Web server cor
files, including graphics but excluding scripts and other prograi

and
BNt
S

Define a single directory exclusively for all external scripts or
programs executed as part of Web server content (e.g., CGl, /

5P)
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Completed Action

Disable the execution of scripts that are not exclusively under |e
[ control of administrative accounts. This action is accomplishec py

creating and controlling access to a separate directory intende |to
contain authorized scripts

O

Create the user groups for the computer.

[ Disable the use of hard or symbolic links (a.k.a., shortcuts for
Windows).

Define a complete Web content access matrix. Identify which
O folders and riles within the Web server document are restrictec and
which are accessible (and by whom)

Check the organization’s password policy, and set account
passwords appropriately (e.g., length, complexity)

O

O

Use robots.txt file if appropriate

Using file integrity checkers

Install a file integrity check to protect Web server configuration
files, password files and Web content

Update file integrity checksums whenever an upgrade or cont¢ pt
changed occurs

Store checksum on protected write once media

O g|o

Regularly compare checksums
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5. Securing Web Content

The two main components to Web security are the security of the underlying server application
and operating systems, and the security of the actual content. Of these, the security of the
content is often overlooked. Content security itself has two components. Thebriotes is

not to place any proprietary, classified, or other sensitive information on a publicly accessible
Web server unless other steps have been taken to protect the information via user
authentication and encryption (see Section 6). The less obvious component of content security
is that the way patrticular types of content are processed on a server can lead to a compromise.

5.1 Publishing Information on Public Web Sites
Little thought is often given to the security implications of the content placed on the Web site.
Few organizations have a Web publishing process or policy that determines what type of
information to publish openly, what information to publish with restricted access, and what
information should not be published to any publicly accessible repository. This is unfortunate
because Web sites are often one of the first places that malicious entities will search for
valuable information. For example, hackers often read the contents of a target organization’s
Web site to gather intelligence before any attacks [Sca01].
A public Web site should not contain the following information:
m Classified records
m Internal personnel rules and procedures
m  Sensitive or proprietary information
= Personal information about organization’s persdfinel
. Home addresses and phone numbers
Social Security Numbers (SSN)
m Investigative records
m Financial records (beyond those already publicly available)
m  Organization’s physical and information security procedures
m Information about organization’s network and information system infrastructure

m  Copyrighted material without the written permission of the owner

m  Privacy or security policies that indicate the types of security measures in place

19 For federal agencies, this would include all items covered by the Privacy Act of 1974 —
(http://Aww.usdoj.gov/O4foia/privstat.h)m
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Never use a public Web server to host sensitive information intended to be accessed only by
internal users (compromise of the public Web server will invariably lead to the compromise of
this data).

To ensure a consistent approach, an organization should create a formal policy and process for
determining and approving the information to be published on a Web server. In many
organizations, this is the responsibility of the chief information officer (CIO) and/or public
affairs officer. Such a process should include the following steps:

1. Identify information that should be published on the Web

2. ldentify the target audience (why publish if no audience exists?)

3. Identify possible negative ramifications of publishing the information

4. ldentify who should be responsible for creating and publishing this particular information
5. Create or format information for Web publishing

6. Review the information for sensitivity and distribution/release controls (including the
sensitivity of the information in aggregate)

7. Determine the appropriate access and security controls
8. Publish information
9. Verify published information.

An area of Web content that is often overlooked is the information sometimes hidden within
the source code of a Web page. This can be viewed from any Web browser through the use of
the “view source code” menu option. Organizations often do not pay attention to the contents
of the source code on their Web site, even though this code can contain sensitive information.
The source code can, for example, contain points of contact and reveal portions of the directory
structure of the Web server. Attackers will scour not only the obvious content of the Web site
but also the hidden source code; thus, Web administrators or Webmasters should periodically
review code on their public Web server.

5.2 Regulations Regarding the Collection of Personal Information

Several federal and state laws and regulations exist regarding the collection of user information
on publicly accessible government Web sites. In addition, many government agencies have
privacy guidelines that address the type of information that could be collected about users.
Any governmental organization with a Web site should familiarize itself with the appropriate
laws, regulations, and agency guidelines that are applicable to its organization. Private
organizations may wish to use these as guidelines and examples of sound security practices but
should consult appropriate legal counsel and their privacy officials for the applicable legal and
policy implications. However, federal laws, regulations, and applicable agency guidelines may
apply to commercial organizations that operate Web sites on behalf of federal agencies.
Again, the ever changing legal, regulatory, and contractual issues call for careful consultation
and advice from knowledgeable legal and policy experts.
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Most federal agencies are prohibited from collecting personally identifying information on
publicly accessible Web sites without the explicit permission of the user. This information
includes the following:

= Name

m Internet Protocol (IP) address
m E-mail address

m  Mailing address

m  Telephone number

m SSN

m  Financial information.

Federal agencies and many state agencies are also restricted in their ability to use Web browser
“cookies” [OMB00a, OMBO00Ob, OMBO00Oc, and MASS99]. A cookie is a small piece of
information that may be written to the user’s hard drive when he or she visits a Web site.
These files can be used to track users and gather a variety of information. There are two
principal types of cookies.

Those that cause the most concern are called “persistent” cookies. These cookies can be used
to track activities of users over time and across different Web sites. The most common use of
persistent cookies is to retain and correlate information about users between sessions. Federal
agencies and many state agencies are generally prohibited from using persistent cookies on
publicly accessible Web sites.

“Session” cookies, which as their name implies, are cookies that are only valid for a single
session (visit) to a Web site. These cookies expire at the end of the session or within a limited
time frame. Because these cookies cannot be used to track personal information, they are
generally not subject to the prohibition that applies to persistent cookies. However, their use
must be clearly stated and defined in the Web site’s privacy statement.

5.3 Securing Active Content and Content Generation Technologies

In the beginning of the WWW, most sites presented static information—that is, no interactivity
existed between the user and Web site beyond the user clicking on hyperlinks. This
information was based on the American Standard Code of Information Interchange (ASCII),
often called text-based documents. Soon, interactive elements were introduced that offered
users new ways to interact with the Web site. Unfortunately, these interactive elements
because they can accept input and perform actions, introduced a raft of new Web related
vulnerabilities*

1 For more extensive guidelines on active content, please see NIST Special PublicatioGa@feRes on Active
Content and Mobile Codgttp://csrc.nist.gov/publications/nistpubs/index.html
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Active content refers to interactive elements processed at the client (Web browser). If not
implemented correctly it can present a serious threat to the end user. For example, active
content can take actions without the express permission of the user. A variety of active content
technologies exist. Some of the more popular examples include: ActiveX, Java, VBScript, and
JavaScript. Organizations considering the deployment of client side active content should
carefully consider the risks to their users, as the use of active content often requires the user to
reduce the security settings on their Web browser.

Content generators are implemented on the server and thus represent a threat to the Web server
itself. The danger in content generators is that they may accept input from users and can take
actions on the Web server. If the content generator has not been programmed correctly, an
attacker can enter certain types of information that may negatively impact the Web server or
compromise its security. For example, one common attack against content generators is a
buffer overflow. In this type of attack, a hacker will send large amounts of information to the
content generator. The large amount of information will overflow the memory allocated to the
content generator and, if formatted appropriately, this information overflow can be used to
execute commands or gain unauthorized access to the Web server.

All Web sites that implement active content and content generators should perform additional
steps to protect the active content from compromise. These steps, which are discussed in the
following sections, may not apply to all installations; therefore, they should be used as
guidance in conjunction with appropriate vendor documentation.

Special caution is also required for downloading preprogrammed scripts or executables from
the Internet. Many Web administrators and Webmasters are tempted to save time by
downloading freely available code from the Internet. Although this is obviously convenient, it
is not risk free. There are many examples of malicious code being distributed this way. In
general, no third-party scripts should be installed on a Web server until subjected to a thorough
code review by a trusted expert.

Client Side Active Content Technologies and Related Vulnerabilities

A wide variety of client-side (Web browser) active content technologies is available. Each
technology has its own strengths and weaknesses, and none is perfectly secure. Some of the
most popular active content technologies and their associated risks are discussed below. New
technologies are being released all the time. Any Web administrator or Webmaster, who is
considering deploying a Web site with features that require active content technology at the
client side, should carefully weigh the risks and benefits of the technology before
implementation. In particular, Web administrators and Webmasters need to be cognizant of
the fact that even if their content does not present a threat to the user, active content from other
sites may present a threat, and it is unlikely that the user will remember to secure the browser
settings when required.

PostScript— is one of the earliest examples of active content still in use today. PostScript is a
powerful page description language from Adobe that uses language statements in text files that
are translated by the PostScript interpreter to accurately display a page on any host that
supports PostScript. This powerful language can be used maliciously to execute commands on
the host interpreting the PostScript document. Unfortunately, the best protection against this
type of attack is to disable certain commands within the PostScript interpreter, which can
negatively affect its overall functionality [NISTO1a].
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Portable Document Format (PDF)— is a page description language from Adobe for
specifying the appearance of the page containing text, graphics, and images, using the same
high-level, device-independent image model employed by PostScript. This format is
eventually created and read by Adobe Acrobat. Although less susceptible than some other
types of active content, a number of vulnerabilities are associated with the PDF and the
applications that support it. PDF files can be used to deploy malicious code, and certain
versions of the commonly used Adobe Acrobat reader application are susceptible to buffer
overflow vulnerabilities that can be used to crash and execute code on client hosts [NISTO01a].

Java — is a full-featured, object-oriented programming language compiled into platform
independent byte code executed by an interpreter called the Java Virtual Machine (JVM). The
resulting byte code can be executed where compiled or transferred to another Java-enabled
platform (e.g., conveyed via an HTML Web page as an applet). Java is useful for adding
functionality to Web sites. Many services offered by various popular Web sites require the
user to have a Java-enabled browser. When the Web browser sees references to Java code, it
loads the code and then processes it using the built-in JVM.

The developers of Java tried to address the problem of security and were mostly successful.
The Java programming language and runtime environment enforces security primarily through
strong safety, by which a program can perform certain operations only on certain kinds of
objects. Java follows a so-called sandbox security model, used to isolate memory and method
access and to maintain mutually exclusive execution domains. Java code, such as a Web
applet, is confined to a sandbox, which is designed to prevent it from performing unauthorized
operations, such as inspecting or changing files on a client file system and using network
connections to circumvent file protections or user’s expectations of privacy.

Hostile applets still pose security threats, even while executing within the sandbox. A hostile
applet can consume or exploit system resources inappropriately, or can cause a user to perform
an undesired or unwanted action. Examples of hostile applets exploits include DoS, mail
forging, invasion of privacy (e.g., exporting of identity, e-mail address, and platform
information), and installing backdoors to the system. Because the Java security model is rather
complex, it can be difficult for a user to understand and manage, which can increase risk.
Moreover, many implementation bugs have also been found, enabling the user to bypass
security mechanisms [NISTO1a].

JavaScript — is a general purpose, cross-platform scripting language, whose code can be
embedded within standard Web pages to create interactive documents. The name JavaScript is
a misnomer because the language has little relationship to Java technology and rose
independently from it. Within the context of the Web browser, JavaScript is extremely
powerful, allowing prepared scripts to perform essentially the same actions as those a user
could take. Within that context, JavaScript lacks methods for directly accessing a client file
system or for directly opening connections to other computers besides the host that provided
the content source. Moreover, the browser normally confines a script’s execution to the page
with which it was downloaded [NISTO1a].

Visual Basic Script (VBScript) — is a programming language developed by Microsoft for
creating scripts that can be embedded in Web pages for viewing with the Internet Explorer
browser. Netscape Navigator, however, does not support VBScript. Like JavaScript,
VBScript is an interpreted language able to process client-side scripts. VBScript, which is a
subset of the widely used Microsoft Visual Basic programming language, works with
Microsoft ActiveX controls. The language is similar to JavaScript and poses similar risks.
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JavaScript and VBScript have similar vulnerabilities. In theory, confining a scripting language
to boundaries of a Web browser should provide a relatively secure environment. In practice,
this has not been the case. Many browser-based attacks stem from the use of a scripting
language in combination with a security vulnerability. The main sources of problems have
been twofold: the prevalence of implementation flaws in the execution environment and the
close binding of the browser to related functionality, such as an e-mail client. Past exploits
include sending a user's URL history list to a remote site, and using the mail address of the
user to forge e-mail. The increasing use of HTML and other markup languages as content for
e-mail and in push technology services has opened new avenues for exploits through
embedded scripts [NISTO1a].

ActiveX — is a set of technologies from Microsoft that provide tools for linking desktop
applications to the WWW. ActiveX controls are reusable component program objects that can
be attached to e-mail or downloaded from a Web site. ActiveX controls also come preinstalled
on Windows platforms. Web pages invoke ActiveX controls using a scripting language or
with an HTML OBJECT tag.

The ActiveX security model is considerably different from the Java sandbox model. The Java
model restricts the permissions of applets to a set of safe actions. ActiveX, on the other hand,
places no restrictions on what a control can do. Instead, its author, under a technology scheme
called Authenticode, digitally signs ActiveX controls. The digital signatures are verified using
identity certificates issued by a trusted certificate authority to an ActiveX software publisher.
The Authenticode process ensures that ActiveX controls cannot be distributed anonymously
and that tampering with the controls can be detected. This certification process, however, does
not ensure that a control will be well behaved. Thus, the ActiveX security model assigns the
responsibility for the computer system's security to the user (which is its greatest weakness).

Before the browser downloads an unsigned ActiveX control, or a control whose corresponding
publisher's certificate was issued by an unknown certifying authority, the browser presents a
dialog box warning the user that this action may not be safe. Users can choose to abort the
transfer, or may continue the transfer if they assume the source is trustworthy or they are
willing to assume the risk. Many users, if not most, are likely unaware of the security
implications of their decision, which may have serious repercussions. Even when users are
well informed, attackers may trick them into approving the transfer. Because the security of
ActiveX depends on the knowledge and awareness of the end-user, it can be a very risky
[NISTO1a].

Figure 5.1 shows the relative risk of ActiveX compared with other popular client side active
content technologies [NISTO01a].
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Figure 5.1: Relative Risk of Common Client Side Active Content

5.3.2 Server Side Content Generation Technologies and Related Vulnerabilities

Unlike the above technologies, CGI, ASP, PHP, and other similar server interfaces fall on the
(Web) server side of the client-server model. The server side applications can be written in
many programming languages to run on a Web server. If scripts are not prepared carefully,
however, attackers can find and exercise flaws in the code to penetrate a Web server.
Therefore, scripts must be written with security in mind and, for example, should not run
arbitrary commands on a system or launch insecure programs. An attacker can find flaws
through trial and error and does not necessarily need the source code for the script to uncover
vulnerabilities [NISTO1a].

Two general areas exist where server side content generator can create security vulnerabilities
at the server:

m  They may intentionally or unintentionally leak information about the host system that can
aid an attacker, for example, by allowing access to information outside the areas
designated for Web use.

m  When processing user-provided input, such as the contents of a form, URL parameters, or
a search query, they may be vulnerable to attacks whereby the user tricks the application
into executing arbitrary commands supplied in the input stream.

Ideally, server-side scripts should constrain users to a small set of well-defined functionality
and validate the size and values of input parameters so that an attacker cannot overrun memory
boundaries or piggyback arbitrary commands for execution. If a script does contain flaws, it
should be run only with minimal privileges (i.e., non-administrator) to avoid compromising the
entire Web site. However, potential security holes can be exploited, even when applications
run with low privilege settings. For example, a subverted script could have enough privileges
to mail out the system password file, examine the network information maps, or launch a login
to a high numbered port.

The two areas of vulnerability mentioned potentially affect all Web servers. Although these

vulnerabilities have frequently occurred with CGI applications, other related interfaces and
techniques for developing server applications have not been immune. CGI, being an early and
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well-supported standard, has simply gained more attention over the years, and the same areas
of vulnerability exist when applying similar Web development technologies at the server.

Common Gateway Interface (CGIl)— CGI scripts have been the initial mechanism used to
make Web sites interact with databases and other applications. However, as the Web evolved,
server-side processing methods have been developed that are more efficient and easier to
program, for example, Microsoft ASPs for its IIS servers, Sun/Netscape supports Java servlets,
and the freeware PHP is supported by on most major Web platforms, including Apache and
IIS [NISTO1a].

Server Side Includes (SSI}- SSl is a limited server-side scripting language supported by
most Web servers. SSI provides a set of dynamic features, such as including the current time
or the last modification date of the HTML file, as an alternative to using a CGI program to
perform the function. When the browser requests a document with a special file type, such as
“.shtml”, it triggers the server to treat the document as a template, reading and parsing the
entire document before sending the results back to the client (Web browser). SSI commands
are embedded within HTML comments (e.g., <!--#include file="standard.html" -->). As the
server reads the template file, it searches for HTML comments containing embedded SSI
commands. When it finds one, the server replaces that part of the original HTML text with the
output of the command. For example, the SSI command given above (i.e., #include file)
replaces the entire SSI comment with the contents of another HTML file. This allows the
display of a corporate logo or other static information prepared in another file to occur in a
uniform way across all corporate Web pages. A subset of the directives available allows the
server to execute arbitrary system commands and CGl scripts, which may produce unwanted
side effects [NISTO1a].

Microsoft Active Server Pages (ASP)- ASP is a server-side scripting technology from
Microsoft similar to SSI, which can be used to create dynamic and interactive Web
applications. An ASP page is essentially an HTML template that contains server-side scripts
that run when a browser requests an “.asp” resource from the Web server. The Web server
processes the requested page and executes any script commands encountered before sending
the composed result to the user's browser. Both JScript and VBScript are supported scripting
languages, but other scripting languages can also be accommodated, provided an ASP-
compliant interpreter for that language is installed. For example, scripting engines are
available for PERL, REXX, and Python languages from various sources. Scripting capabilities
can be extended through the use of ActiveX objects, which can be developed in a variety of
languages, including Visual Basic, C++, Cobol, and Java. A script that invokes an ActiveX
object causes the object to be created and supplied any needed input parameters. Note that
ActiveX (see Section 5.3.1) is an optional technology and not required by ASPs [NISTO01a].

Java Servlets— Servlets are based on Java technology (see Section 5.3.1) and are a kind of
server-side applet. The Web server first determines whether the browser’'s request requires
dynamically generated information from a servlet. If so, the Web server can then locate or
instantiate a servlet object corresponding to the request (e.g., by uploading the code from
another server) and invoke it to obtain the needed results. The Web server typically populates
itself with the servlet objects, which remain active until invoked. Thus, no startup overhead is
associated with execution of the servlet objects. A Web server may also offload the handling
of servlets to another server. By relying on Java portability and observing a common
applications program interface, servliet objects can run in nearly any server environment.
Servlets support an object-oriented environment on the Web server, which is flexible and
extendible. Moreover, untrusted servlet objects can be executed in a secure area, with the
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dynamically generated information being passed from the secure area into the remaining server
environment [NISTO1a].

PHP (Hypertext Preprocessory PHP is a scripting language used to create dynamic Web
pages. With syntax from C, Java, and Perl, PHP code is embedded within HTML pages for
server side execution. PHP is commonly used to extract data from a database and present it on
the Web page. Most major NT and UNIX Web servers support the language, and it is widely
used with the mySQL database [NISTO1a].

Server Side Content Generator Security Considerations

When examining or writing an active content executable or script, consider the following
questions:

m  How complex is the executable script? The longer it is, the more likely it is to have
problems.

m  Does it read or write files on the host system? Programs that read files may inadvertently
violate access restrictions or pass sensitive system information. Programs that write files
may modify or damage documents or introduce Trojan horses.

m Does it interact with other programs? For example, many CGI scripts send e-mail in
response to form input by opening up a connection with the sendmail program. Is this
performed in a secure manner?

m  Does it run with suid (set-user-id) privileges? This is not recommended and should not be
permitted if at all possible.

m  Does the author validate user inputs from forms? This demonstrates that the author is
thinking about security by preventing the possibility of buffer overflows.

m  Does the author use explicit path names when invoking external programs? Relying on the
PATH environment variable to resolve partial path names is hot recommended.

m Has the Web server employing active content been scanned with a vulnerability scanner?
Web servers (whether or not they employ active content) should be scanned periodically
for vulnerabilities (see Section 8.4.1). There are several scanners that scan for content
generator vulnerabilities (e.g., Whisker and Retina, see Appendix E).

When considering a server side content generator, it is important to review public vulnerability
and security databases (such as the ICAT Metabége/icat.nist.goy to determine the
relative risk of various technologies under consideration. Although the historical record will
not be a perfect indicator of future risk, it does indicate which technologies appear to be more
vulnerable.

Various organizations research network and system security topics and periodically publish
information concerning recently discovered vulnerabilities in service software. This includes
Web server software and supporting technologies, such as scripting languages and external
programs. External programs that are in wide-scale use are regularly analyzed by researchers,
users, and security incident response teams and by members of the intruder community.
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Intruders will often publish exploit scripts that take advantage of known vulnerabilities in Web
service software and external programs commonly used by public Web servers. Web
administrators should review public information sources frequently and be aware of all
security-relevant information about any external programs that they are considering.

Location of Server Side Content Generators

The location of active content on the Web server is critical. If located in an incorrect directory
or in a directory with the wrong permissions, it can quickly lead to the compromise of the Web
server. To avoid this problem:

m  Writeable files should be identified and placed in separate folders. No script files should
exist in writeable folders. As an example, guest book data is usually saved in simple text
files. These files need write permissions for guests to be able to submit their comments.

m  Executable files (e.g., CGl, .EXE, .CMD, and PL) should be placed in separate folder(s).
No other readable or writeable documents should be placed in these folders.

m  Script files (e.g., ASP, PHP, and PL) should have separate folder(s).

m Include files (e.g., INC, SHTML, SHTM, and ASP) created for code reusability should be
placed in separate directories. SSI should not generally be used on public Web servers.
ASP include files should have an .asp extension instead of .inc.

Server Side Content Generator Security

The scripts themselves also should be programmed securely to avoid potential vulnerabilities.
The following items should be considered when creating or analyzing a script for a security:

m For data entry forms, determine a list of expected characters and filter out unexpected
characters from input data entered by a user before processing a form. For example, on
most forms, expected data falls in these categories: letters a-z, A-Z, and 0-9. Device
names such as AUX, COM, LPT, NUL, and PRN should also be filtered from the input
data.

m  Ensure that the dynamically generated pages do not contain dangerous metacharacters. It
is possible for a malicious user to place these tags in a database or a file. When a dynamic
page is generated using the tampered data, the malicious code embedded in the tags may
be passed to the client browser. Then the user’s browser can be tricked into running a
program of the attacker's choice. This program will execute in the browser’s security
context for communicating with the legitimate Web server, not the browser’s security
context for communicating with the attacker. Thus, the program will execute in an
inappropriate security context with inappropriate privileges.

m  Character set encoding should be explicitly set in each page. Then the user data should be
scanned for byte sequences that mean special characters for the given encoding scheme.

m Each character in a specified character set can be encoded using its numeric value.
Encoding the output can be used as an alternate for filtering the data. Encoding becomes
especially important when special characters, such as copyright symbol, can be part of the
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dynamic data. However, encoding data can be resource intensive and a balance must be
picked between encoding and other alternates methods for filtering the data.

Cookies should be examined for any special characters. Any special characters should be
filtered out.

Employ an encryption mechanism to encrypt passwords entered through script forms (see
Section 6.5).

For Web applications that are restricted by username and password, none of the Web
pages in the application should be accessible without going through the appropriate login
process.

Many Web servers and some other Web server software install sample scripts or
executables during the installation process. Many of these have known vulnerabilities and
should be removed immediately. See appropriate vendor documentation or Web site for
more information.

Popular Server Side Content generator With Known Security Issues

The following commonly used scripts are known to have security vulnerabilities. If being
used, these scripts should be updated or replaced immediately [WWWO1]:

Matt Wright's TextCounter versions 1.0-1.2 (Perl) and 1.0-1.3 (C++t)Earlier versions

of the TextCounter program, which is used to place page hit counts on pages, fails to
remove shell metacharacters from user-provided input. Consequently, remote users can
execute shell commands on the server host, which affects the Perl and C++ versions.
Upgrade to version 1.21 (Perl) or version 1.31 (C++).

Various guest book scripts Reports of exploits involving various guest book scripts
continue to occur. These exploits take advantage of scripts that do not strip HTML tags
from user-provided input and that write the guest book file to a directory that allows SSis.
Guest book scripts should strip HTML tags or replace angle brackets with the &gt; and
&lt; and character entities. The files to which they write should not be in a directory that
allows SSils, ASPs, PHP pages, or other HTML template systems.

Excite Web Search (EWS) Engine, version 1.IThe EWS engine stores critical security
information (including the encrypted administrative password) in world writable files.

This vulnerability allows unprivileged local users to gain access to the EWS

administrative front end on both UNIX and NT systems. Note that this bug endangers a
Web site only if its has the search engine installed locally. It does not affect sites that link
to Excite.com's search pages, or sites that are indexed by the Excite search engine Web
bot. A more serious problem is found in unpatched versions of EWS earlier than February
1998 (unfortunately, also called version 1.1). This bug involves the failure to check user-
supplied parameters before passing them to the shell, allowing remote users to execute
shell commands on the server host. The commands will be executed with the privileges of
the Web server.

Info2www, versions 1.0-1.1 Info2www, which converts GNU information files into

Web pages, fails to check user-provided filenames before opening them. As a result, it can
be tricked into opening system files or executing commands containing shell
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metacharacters. Versions 1.2 and higher are reported to be free of the problem; however,
because of the many extant versions of this script, Web administrators should probably
examine the source code before installing it. In addition, the CGI scripts info2html and
infogate, which are also based on info2www should be scrutinized.

m  Count.cgi, versions 1.0-2.3Contains a stack overflow bug that allows malicious remote
users to execute UNIX commands on the server by sending the script carefully crafted
guery strings. Version s 2.4 and later correct this vulnerability.

m  Microsoft FrontPage Extensions, versions 1.0-1.1Under certain circumstances,
unauthorized users can vandalize authorized users' files by appending to them or
overwriting them. The vulnerability is even more dangerous on a system with SSis
enabled because remote users may be able to exploit this bug to execute commands on the
server.

5.4 Securing Web Content Checklist

Completed Action

Ensure that none of the following types of information are available
on or via a public Web server

Classified or sensitive records

Internal personnel rules and procedures

Confidential or proprietary information

Investigative records

Financial records (beyond those already publicly available)

Organization’s physical and information security procedures

Information about organization’s network and information systt
infrastructure

3

Copyrighted material without the written permission of the owr r

OO O ogooon

Privacy or security policies that indicate the types of security
measures in place

Establish an organizational-wide documented formal policy and
process for approving public Web content that

Identifies information that should be published on the Web

Identifies target audience

Identifies possible negative ramifications of publishing the
information

Identifies who should be responsible for creating and publishin | this
particular information

Provides guidelines on styles and formats appropriate for Wek
publishing

O (o o0Onon

Provides for appropriate review the information for sensitivity a (d
distribution/release controls (including the sensitivity of the
information in aggregate)

Determines the appropriate access and security controls
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Completed Action
[ Provides guidance on the information contained within the sou e
code of the Web content
Web user privacy considerations
O Published privacy policy
[ Prohit_)ition the (_:ollection of personally identifying data without je
explicit permission of the user
| Prohibition on the use of “persistent” cookies
[ Use of ses_sion cookie, if used, is clearly identified in published
privacy policy
Client side active content security considerations
] Used only when absolutely required
] No actions taken without express permissions of user
O No use of high risk client side active content
[ When p_ossible alternatives are provided (e.g., plain text provic d
along with PDF)
Server side active content security considerations
O Simple easy to understand code
O Limited or no reading or writing of files
O Limited or no interaction with other programs (e.g., sendmail)
O No requirement to run with suid privileges
O Use of explicit path names (i.e., does not rely on path variable
O No directories have both write and execute permissions
O All executable files are placed in a dedicated folders
| SSils are disabled
O All user input is validated
O Dynamically created pages do not create dangerous metacha jcters
O Character set encoding should be explicitly set in each page
[ User data should bg scanned f_or byte sequences that mean s gcial
characters for the given encoding scheme
O Cookies should be examined for any special characters
[ En;ryption mechanism is used to encrypt passwords entered - jrough
scripts forms
For Web applications that are restricted by username and pas |vord,
none of the Web pages in the application should be accessible
without going through the appropriate login process
All sample scripts are removed
[ No third-party scripts or executable code are used without veri fing
the source code
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6. Authentication and Encryption Technologies

Public Web servers often support a range of technologies for identifying and authenticating
users with differing privileges for accessing information. Some of these technologies are
based on cryptographic functions that can provide an encrypted channel between a Web
browser client and a Web server that supports encryption.

Without user authentication, Web administrators will not be able to restrict access to specific
information to authorized users. All information that resides on a public Web server will then
be accessible by anyone with access to the server. In addition, users of the public Web server
will not be able to determine if the server is the “authentic” Web server or a counterfeit version
operated by a malicious entity.

Encryption can be used to protect information traversing the connection between a Web
browser client and a public Web server. Without encryption, anyone with access to the
network traffic can determine, and possibly alter, the content of sensitive information, even if
the user accessing the information has been authenticated carefully. This may violate the
confidentiality and integrity of critical information.

6.1 Determmining Authentication and Encryption Requirements

A Web administrator should periodically examine all information accessible on the public
Web server and determine the necessary security requirements. While doing so, the Web
administrator should identify information that shares the same security and protection
requirements. For sensitive information, the Web administrator should determine the users or
user groups that have a legitimate need and should have access each set of resources.

For information that requires some level of user authentication, the Web administrator should
determine which of the following technologies or methods will provide the appropriate level of
authentication and encryption. Each has its own unique benefits and costs that should be
weighed carefully with client and organizational requirements and policies. It may be
desirable to use some authentication methods in combination.

6.2 Address-Based Authentication

The simplest authentication mechanism that is supported by most Web servers is address-
based authentication. Access control is based on an IP address and/or host name of the host
requesting information. Although easy to implement for small groups of users, address
authentication can be unwieldy for Web sites that have a large potential user population (i.e.,
most public Web servers). It is also not very secure because it is susceptible to several types of
attacks, including IP spoofing and Domain Name Service (DNS) spoofing. It should be used
only in conjunction with stronger authentication methods as a second line of defense.

6.3 Basic Authentication
The basic authentication technology uses the Web server content’s directory structure.
Typically, all files in the same directory are configured with the same access privileges. A

requesting user provides a recognized user identification and password for access to files in a
given directory. More restrictive access control can be enforced at the level of a single file
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within a directory, given that the Web server software provides this capability. Each vendor’s
Web server software has its own method and syntax for defining and using this basic
authentication mechanism.

From a security perspective, the main drawback of this technology is that all password
information is transferred in an encoded, rather than an encrypted, form. Anyone who knows
the standardized encoding scheme can decode the password after capturing it with a network
sniffer. Furthermore, any Web content is transmitted as unencrypted plaintext, so this content
also can be captured, violating confidentiality. Basic authentication is supported by standard-
compliant Web browsers [CERTO1]. Basic authentication is useful for protecting information
from malicious bots (see Section 4.2.3).

6.4 Digest Authentication

Because of the drawbacks with basic authentication, an improved technigue, known as digest
authentication, was introduced in the publication of version 1.1 of the HTTP protocol. Digest
authentication uses a challenge-response mechanism for user authentication. Under this
approach a nonce or arbitrary value is sent to the user, who is prompted for an ID and
password as with basic authentication. However, in this case, the information entered by the
user is concatenated and a cryptographic hash of the result formed, which is again
concatenated with the nonce and the requested URL and then rehashed as a response value that
is sent to the user.

Because the user’s password is not sent in the clear, it cannot be sniffed from the network.
Moreover, the user's password is not needed by the server to authenticate the user, only the
hashed value of the user ID and password, which provides further security. Because the nonce
can be constructed from the current date and time information, replay attacks are also thwarted.
Unfortunately, all other data is sent in the clear (i.e., unencrypted), and this is vulnerable to
interception and alteration. Thus, digest authentication is only marginally more secure than
basic authentication. Like basic authentication, digest authentication is useful for protecting
information from malicious bots (see Section 4.2.3).

6.5 SSLTLS

The SSL and Transport Layer Security (TLS) protocols provide server and client
authentication and encryption of communicatidnsSSL was first introduced by Netscape
Communications in 1994 and was revised twice (SSL version 3 is the latest version). In 1996,
the Internet Engineering Task Force (IETF) established the TLS working group to formalize
and advance the SSL protocol to the level of Internet standard. The TLS protocol version 1.0
is formally specified in the IETF RFC 2248yhich was published in 1999 based in large part

on SSL version 3. For this document, SSL version 3 and TLS version 1 are essentially
identical and will be discussed together. Most major Internet components, such as Web
browsers, now support the use of either SSL or TLS.

12 proper understanding of SSL and the information presented in this section requires at least a basic understanding of
cryptographic algorithms, message digest functions, digital signatures, symmetric encryption algo